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Abstract

The electronic face print is one of the applications whose use

has spread as a natural result of the expansion in the use of
access to the Internet, which led to the transformation of proof of
personal identity from the traditional form to the electronic form
using the electronic face print technology. Therefore, once the
signed, the person commits to the legal consequences approval is
of the concerned subject. Since the right is stripped of its value
unless there is, evidence of the legally presented fact, so in fact,
the evidence it is the basis of truth’s life and the benefit’s target.
For the significance of this method with considering its novelty and
at the beginning of its stages, we tried to define it at a time when
the legislation differed in the development of a unified concept of
it, so we decided to address authentic controls of the electronic
face print in civil proof and its problems. There are objective
controls, such as that the signature is limited to its owner only, the
actual possession of the signature owner over the electronic
mediator, control of the electronic face print data, and formal
controls, including the requirement that the signature be
encrypted, the availability of an approval electronic certificate and
we are not ,validation of the electronic signature. In this study
satisfied only with the study of the authenticity of the signature

with the electronic face print in the Egyptian authentication system,
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rather, we tried to study its validity in comparative civil proof
systems and compare it with Islamic jurisprudence, because
this type of signature extends the limits of its dealings across
borders. So the scope of the study had to be across the cosmic
sky and not through the land area. Finally, after it was
approved by the legislator, it remains for us to equate the
signature with the electronic face print as one of the forms of
the electronic signature and the traditional signature, to look for
problems with the work of this fingerprint in the Egyptian Civil
Evidence Law such as the problem of impersonation and the
problem of the dangers of its use, which we found that it is
inevitable that the authenticity of the signature of the fingerprint
and the approval certificate, and the restriction of signature and
control of the site, in implementation of the executive
regulations of the Egyptian electronic signature law No. 15 of
2004. And we ended by examining the problem of including
the electronic face print within the principles of proof. It became
s ’clear to us that the judge is not free to assess the expert
opinion about the authority of the proof by the face print, and
s ’that the final word is for the experts, and here the judge
hand is tied, and then it is not possible to claim against those
who have technical control over the face print on the principle

that the person is not allowed to fabricate evidence for himself.
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Hardware security Modules
For e - signature creation and verification Product and in Trustworthy
hardware denices used as secure signature acceptance and usage of
FiPS 140 - 1 - level 3 or higher of equivalents standard such as suitable
protection besed common Criteria (ISO 15408).
? -tk Lo oul () 5 )
Smart cards:
- smart cards are oble to store private e- signature keys for acard holder
without delivering the key to the outside world. Therefore the
performed in a highly secure environment inside smart card Thus it is
required to have smart card (Reader/ Reader less/ contact less) which
use the most advanced security standard available in the market..
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